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Digitalisation is only just beginning. You might think we’ve reached 
peak digital, as already most of our social interactions are online, and 
how we shop, review, watch, learn and discover are all done digitally. 
But despite this, the digital revolution just keeps rolling on. Every few 
weeks there seems to be a new piece of digital technology that can 
enhance our lives. Businesses need to stay on top of these innovations 
to remain competitive, but also to ensure they’re protecting their 
reputations.

Because – just like everything else – reputation is now very much digital-first. 
People form opinions on your business long before they begin to interact. 
They decide whether they like or don’t like a brand based on what they see 
about them online – it’s often little to do with the products they sell or 
services they offer. 

The same goes for a business’s leadership. Those who represent a business 
are just as much under the microscope. Their online reputation can have a 
direct knock-on effect to that of the brand. Reputational damage runs deep, 
and the internet does not forget. Once a black mark appears, Google 
doesn’t have a delete button and that black mark will follow a business and 
its leaders around through the search results. 

Digitalisation has made reputational 
threat even more of a scary prospect. 
Now damage can be done quickly, and 
memories are indexed in search results 
forever. And thus, online reputation 
management (ORM) was born. 

It’s a simple question of supply and 
demand. As threats to corporate 
reputations increase online, so does the 
demand for reputation management 
that prioritises the online space.
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The need for companies to invest in ORM cannot be understated. Business 
leaders need to be able to tell their story to stakeholders, and have the right 
to protect their reputation against negative narratives that are often 
exaggerated for clicks.

It’s not about making things up or publishing content for the sake of it, it’s 
about highlighting the positive impact the company has on its customers, 
employees and the wider business ecosystem. This is what online reputation 
management is all about.

This e-book explores the growing field of online reputation management 
and how it can be used in a corporate setting
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Stay one step ahead: arm 
yourself to protect your online 
reputation
The digital dark arts are real. They’re a real threat to your company’s 
online reputation. Investigative journalists aren’t digging through archives 
anymore, they’re digging through old tweets. Comments that you made 10 
years ago may be taken out of time and context, and used to inform stories 
today.

And it’s not just old tweets you need to concern yourself with when it comes 
to your online reputation management. Review sites are being 
weaponised, bot accounts are being used to spread disinformation, 
activist investors are running targeted ads, the dark web is a hotbed 
for sensitive company information and phishing emails are being directed 
at directors with the sole intent of gaining access and causing chaos 
across search results. Online threats have a real-world impact on your 
bottom line. 
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https://www.ambitiouspr.co.uk/communications-strategy-services/corporate-reputation-management/
https://www.ambitiouspr.co.uk/communications-strategy-services/corporate-reputation-management/
https://www.mirror.co.uk/3am/celebrity-news/celebs-whose-old-tweets-came-24100516
https://archive.canadianbusiness.com/blogs-and-comment/yelp-tripadvisor-review-blackmail/
https://www.npr.org/sections/coronavirus-live-updates/2020/05/20/859814085/researchers-nearly-half-of-accounts-tweeting-about-coronavirus-are-likely-bots?t=1646155372238
https://www.activistinsight.com/wp-content/uploads/2019/06/FightSitesJune2019.pdf
https://www.forbes.com/sites/daveywinder/2020/07/29/hacker-gives-away-386-million-stolen-records-on-dark-web-what-you-need-to-do-now-shinyhunters-data-breach/?sh=45942386f395
https://www.forbes.com/sites/daveywinder/2020/07/29/hacker-gives-away-386-million-stolen-records-on-dark-web-what-you-need-to-do-now-shinyhunters-data-breach/?sh=45942386f395
https://businessadvice.co.uk/insurance/liability-and-indemnity/companies-house-scam-emails-fake-complaints/
https://www.ambitiouspr.co.uk/ai-and-machine-learning-will-it-take-over-the-world/
https://www.ambitiouspr.co.uk/ai-and-machine-learning-will-it-take-over-the-world/


Where to start with your online 
reputation management?
So, how do you start to fight back? 
Think of your digital presence as 
your business’s front garden. The 
first page of your Google search 
results are the flower beds; they 
take pride of place, and you want 
to plant your most favourable 
digital assets here. But you 
shouldn’t neglect the bushes in the 
back. Reputationally damaging 
content can be lurking and it needs 
to be uncovered and weeded out.

This is online reputation 
management in a nutshell. It’s 
about making sure you are putting 
your best foot forward and 
producing positive digital content 
that accurately represents your 
business. At the same time, you 
need to be aware of all potential 
threats to your online reputation, 
and work to mitigate them.

It’s a minefield out there. 
Sometimes it can be hard to wrap 
your head around the breadth 
of the threats out there to your 
online reputation in the digital 
space.
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Ultimately, the more you know 
about these threats, the better. It’s 
critical to understand what 
information is out there about your 
company and your top executives 
to pre-empt, mitigate and 
ultimately protect your online 
reputation.

For starters, here are some 
tangible steps you can take to 
protect your online reputation:  

Look into your senior 
stakeholder ecosystem  

The online reputation of your 
leadership has a direct impact on 
your business. Business leaders are 
expected to be thought leaders, 
social media influencers and their 
own publishers. With this comes 
greater risk, as they are exposing 
themselves to criticism. And it’s not 
just your leadership that is under 
the microscope, their inner circle is 
also relevant.

Say your CEO’s brother has been 
accused of tax fraud.

https://www.ambitiouspr.co.uk/how-to-protect-your-brands-reputation-in-the-modern-digital-world/
https://www.ambitiouspr.co.uk/digital-pr-services/online-reputation-management/
https://www.ambitiouspr.co.uk/pr-services/stakeholder-engagement/
https://www.ambitiouspr.co.uk/pr-services/stakeholder-engagement/
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Or a family member is very active 
on some questionable Facebook 
groups. This information can be 
used to paint a narrative about the 
CEO, which will have a knock-on 
effect on the business. It’s 
therefore important to audit your 
entire stakeholder ecosystem, 
finding all reputational risks, so you 
can be fully prepared for all 
eventualities.  

Unfortunately, there is a lot of 
negativity on social media. Often, 
this is just generalised 
unpleasantness, but it can damage 
your brand’s reputation. On 
occasion, you will come across a 
user with a full-on agenda against 
your brand.

Sometimes the gripe is justified, 
maybe they’ve had a bad 
experience or some poor customer 
service. However, the motive could 
be more malicious and intentional. 
Whatever the reasoning behind it, 
it’s worth being aware of your 
active brand detractors, 
particularly on social media.

Map out your detractors 
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Mapping out these detractors, 
working out whether they are bot 
accounts or real users will give you 
a benchmark to work from. You can 
either address the issues with an 
active community management 
approach or monitor to get a read 
on how their activity changes over 
time. It’s better to be in the know 
than out of it, even if it can be a 
hard read sometimes.  

It’s also possible to actively 
participate in discussions and take 
a conversation offline with a 
detractor.

Decide your key search terms

Google is the gateway to your 
online reputation. It’s often the 
first impression you give as a 
company, so knowing what 
users are searching to find 
your company is necessary. You 
need to be aware of that first 
impression you are giving. Where 
many companies go wrong is only 
concerning themselves with core 
branded keywords, for 
example, “Coca Cola”.  

https://www.ambitiouspr.co.uk/why-combine-pr-strategy-with-seo/
https://www.ambitiouspr.co.uk/why-combine-pr-strategy-with-seo/


Yes, this keyword is clearly important to Coca-Cola, but it shouldn’t be the 
sole focus of a search engine results page (SERP) review. Keywords such as 
“Coca-Cola sustainability” should also be considered. A SERP management 
plan could then consist of creating assets that rank for “Coca-Cola 
sustainability”. This is a way to ensure you are putting your best foot forward 
reputationally across a range of business-critical areas. Ensure your 
keywords enhance your brand’s online presence.



But don’t ignore negative reviews 
posted by an unhappy customer:

90% of people say their buying 
decisions are influenced 
by online reviews.

89% of consumers read 
online reviews before 
visiting a business.

85% of consumers trust online 
reviews as much as 
personal recommendations.

72% of consumers say positive 
reviews make them trust 
a business more.

Consumers are likely to 
spend 31% more money at a 
business with excellent 
reviews.

The average business on 
Google has 39 reviews.
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Never neglect online reviews

One of the first things your target 
audience looks for when interested 
in purchasing products and 
services is your online reviews 
in Google search. Google is 
the world’s largest search 
engine which is why you 
should consider Google first 
when planning for your 
online reputation 
management.

Positive reviews are worth a 
huge amount, as they 
significantly increase trust in 
your brand. Personal 
recommendations are likely to 
influence a potential buyer more 
than an advertising 
campaign.

At the same time, unhappy 
customers will seek out a platform 
to share their dissatisfaction. 
Trust platforms are a typical 
place to receive negative 
reviews and comments that 
could affect your online 
reputation.

https://www.statista.com/statistics/216573/worldwide-market-share-of-search-engines/
https://www.statista.com/statistics/216573/worldwide-market-share-of-search-engines/
https://www.statista.com/statistics/216573/worldwide-market-share-of-search-engines/
https://www.verizon.com/business/small-business-essentials/resources/90-consumers-online-reviews-impact-buying-decisions-other-211526956/#:~:text=1.,sites%20impact%20consumer%20buying%20decisions.
https://business.trustpilot.com/guides-reports/build-trusted-brand/the-critical-role-of-reviews-in-internet-trust#downloadreport
https://www.brightlocal.com/learn/local-consumer-review-survey/
https://www.invespcro.com/blog/the-importance-of-online-customer-reviews-infographic/
https://blog.reputationx.com/impact-negative-reviews
https://www.searchenginejournal.com/online-review-statistics/329701/#close


New social media channels are 
popping up all the time. Just a few 
years ago, no one had heard of 
TikTok and now it’s a household 
name with over 1 billion active 
users. While new channels present 
new opportunities to communicate 
with your audience, they can also 
pose a reputational risk. If you 
aren’t aware of them, you aren’t 
aware of how your brand is 
represented.   

Discord is a perfect example of a 
new social media platform to pay 
attention to. Alike to Clubhouse, 
users can hold chats on public 
‘servers’ and discuss relevant 
topics. Could your brand be being 
discussed without your 
knowledge? 
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Take note around online 
reviews

98% of consumers indicate reviews 
are an essential resource 
when making purchase decisions.

How you respond to a negative 
review can change the perception 
of your business. 96% of 
consumers who read online 
reviews will also read the 
business’s response to their 
reviews. Ensure that you deal with 
negative reviews; don’t ignore 
them as your audience will also 
notice the lack of engagement. 
Consider how to respond to 
negative comments as part of a 
wider online reputation 
management strategy.

As you can see, online reviews are 
a large part of a buyer’s journey, 
and you should consider how 
yours appear in search results. Your 
online reputation is everything 
when your potential customers are 
searching for a solution. Ensure 
they don’t receive negative search 
results about your business online. 
Positive reviews and comments will 
help building your brand image.

Check novel social media 
channels

https://www.powerreviews.com/insights/power-of-reviews-survey-2021/
https://www.powerreviews.com/insights/power-of-reviews-survey-2021/


2018 research found that B Corp 

businesses, who have undergone 

the stringent certification process 

which assesses their transparency

and social and environmental 

performance, grew 28 times faster 

than the national growth rate. This 

can be explained in part by the 

community of like-minded 

businesses that B Corps join as 

they embed ESG principles into 

the very structure of the company.

So, organisations expressing these 

shared values using ESG 

communications and a thorough 

sustainability strategy will likely 

see strong sales growth compared 

to those who do not.

To discover more of the benefits 
of communicating ESG, contact 
us at hello@ambitiouspr.co.uk.  

The same goes for forums, such as 
Reddit. It’s not a new platform but 
it’s certainly growing and is gearing 
up for an IPO. The anonymous 
nature of Reddit means that users 
feel free to speak openly – how do 
they view your brand and 
leadership? These are all questions 
you need to be asking yourself.

Thanks to the open-source nature 
of Wikipedia editing, profiles can 
be susceptible to 
misrepresentation or agenda- 
driven edits. However despite the 
platform’s shortcomings, it can’t be 
ignored.  In a very literal sense, 
Wikipedia results are pretty much 
guaranteed to rank within the first 
few positions of the search results.  

As such, you need to be aware of 
how your brand and or leadership 
is being represented on the 
platform. In extreme situations, it 
can also be worth considering 
direct action. If your brand is being 
misrepresented through invalid 
sources or statistics, then righting 
those wrongs is a justifiable action 
to take.

11

Don’t dismiss Wikipedia

There is no getting away from the 
fact that the world of online 
reputation management is much 
more complex than it used to be. 
The internet’s memory is infinite 
and that can be a scary prospect. 
Ultimately, the more you know the 
better – knowledge really is power 
in this situation. The more you 
know about how your brand’s 
online reputation is represented 
the easier you can arm yourself to 
protect your reputation and your 
search results.  

Next steps for your online 
reputation
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First impressions online count: 
boost your Google SERP
First impressions online are just so 
important. What is the first thing 
you do when you find out about a 
company you haven’t heard 
of before? You probably 
Google them. And how long 
does it normally take you to 
form an impression of that 
company based on that search? 
About 30 seconds, right?  

When you think of it in these 
terms, it’s a scary prospect. Just 
like on a first date, first impressions 
online make all the difference. Your 
page one Google results are like 
greeting your date at the bar. It can 
either be smooth sailing or you can 
go for a handshake, while they go 
for a hug.  

The Google equivalent is a 
scathing, salacious Daily Mail 
article on the first page of your 
results. It’s one of the worst things 
a potential employee, investor or 
customer can come across when 
Googling your company. Negative 
articles, customer reviews or 
critical employee feedback will set 
the tone and likely mean the 
individual doesn’t click past page 
one.

It’s therefore critical that your first 
page search engine result page 
(SERP) presents your business in 
the best light. Consider: what 
makes a good impression online?

It’s also important to know that 
Google is a tough date – they 
don’t pull any punches. Ultimately, 
Google’s algorithm has an inherent 
negative bias. There are 
around 200 factors that 
influence how Google’s 
algorithm ranks the search 
results. One of the main 
factors is clicks, or popularity if 
you like.  

https://www.ambitiouspr.co.uk/digital-trust/
https://www.ambitiouspr.co.uk/digital-trust/
https://backlinko.com/google-ranking-factors


They are gold dust in online 
reputation management terms. 
The most obvious example is your 
company website. But owned 
assets go much further than this, 
extending to social media 
accounts, business profiles and 
microsites.   

Having an active presence on a 
range of social media channels 
becomes even more important 
from a Google perspective. It’s not 
just a way for you to communicate 
with your stakeholders. Social 
media channels are also your best 
friend when trying to curate a 
favourable first page of results.  

What type of news gets the most 
clicks? Well, it’s in the 
name ‘clickbait’.  Even more 
popular is slanderous, gossip-
based clickbait. This bias for the 
negative means you must be 
active in your approach to 
SERP management. You really 
need to pull out all the stops on 
this date – compliments, lobster, 
the full works.  

Here’s how you can start to 
actively manage your SERP and 
sweep your date off their feet.  

Asset ownership

Let’s talk about the importance of 
control when it comes to 
your SERP. The idea of 
controlling your Google results 
comes from owning the 
information that is presented 
prominently about your 
company. The more results on 
the first page you own, the 
greater your grip on the 
narrative you have. We call 
them ‘owned assets’: the web 
pages that you have editorial 
control over.

https://techcrunch.com/2016/09/25/wtf-is-clickbait/?guccounter=1&guce_referrer=aHR0cHM6Ly93d3cuZ29vZ2xlLmNvbS8&guce_referrer_sig=AQAAAElXKr6WBMwUb10f5BE5IqIEJaHMyx345SQdvIjvv3mNNlV5Rdl1Bz6GN54Thf2AwDblQ6FTuxM3z_xb46iOaL_LiJSv9cSRW6M0gnyv54o3mm7lQNnaJwHI7n08oaPDjlVPchfD_9JeGsChxJEoqlzYyROkWK9lcRt92vlac1na
https://www.ambitiouspr.co.uk/online-reputation/


For one, they rank well as these 
sites have high domain authority. 
And secondly, you have complete 
editorial control. You own the 
narrative through social media on 
your Google results. So, be sure to 
have a range of social media assets 
and optimise them for search.   

Microsites and business profiles 
can also play a key role in owning 
your search results. If you create a 
microsite, for example, to 
communicate your ESG objectives, 
or to host information about your 
company’s philanthropic work, 
then these assets can be optimised 
to take up a position on your first 
page of results. Business profiles 
on sites such as CrunchBase can 
also be used in this same way.  

The aim of the game is to create a 
range of owned assets, beyond 
your company website. Optimise 
them so they rank on the first 
page. This way you are ensuring 
favourable content appears and 
you are also obscuring any 
potentially unfavourable content.  

for longer, you need to be active in 
your SERP management. What this 
means is using SEO to achieve 
your goals.  

Firstly, you need to come up with a 
clear content optimisation strategy 
that includes a well-researched 
keyword list. It’s important to 
understand how to construct 
content that appeases Google’s 
algorithms. If you are looking to 
optimise existing owned assets, a 
third-party audit is advised. It’s 
always helpful to get a fresh pair of 
eyes on your content and the back 
end of how your site is structured. 
Sometimes it can be as simple as 
adding some keywords to a bio, 
other times it involves a full-on 
structural change to meet 
technical SEO requirements.  

Then, to take your strategy to the 
next level, you need to start link 
building to your owned assets. 
This can be done by guest 
blogging and securing a link back 
to your website, or by improving 
your internal link structure. Again, 
third-party support can be hugely 
valuable to help you to begin the 
link-building process, as this is 
time-consuming and needs to be 
continuous.
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To ensure earned assets rank more 
prominently on the first page and

Active SERP management  

https://www.ambitiouspr.co.uk/digital-marketing-services/seo-pr-link-building/
https://www.ambitiouspr.co.uk/your-brand-and-online-pr/
https://www.ambitiouspr.co.uk/your-brand-and-online-pr/
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Google is constantly changing. 
Crawlers are reviewing the search 
results in real-time and shuffling 
the order that URLs rank. New 
URLs are popping up and taking 
prime ranking positions and older 
URLs that haven’t been updated 
for a while drop into obscurity. To 
effectively manage the SERPs that 
are important to your business, 
monitor business-critical results 
and track changes and trends. 
Awareness of your SERPs is critical, 
as without awareness you can’t be 
confident in your strategy.  

As well as the search results being 
in constant motion, the developers 
at Google are also constantly 
tinkering with the algorithm. 
Smaller adjustments aren’t 
communicated externally, but 
more significant overhauls to their 
algorithm are announced, often 
with little detail as to what the 
changes are. One of these 
overhauls can significantly change 
the search results overnight. 
Therefore, you need to be agile 
and adapt to these changes as 
they happen. Stay up to date with 
the latest news from Google to 
avoid surprises.  

Diversifying with the times  
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How to lay the foundations 
for digital trust
According to a Pew Research study, more than eight in ten U.S. adults 
(86%) get their news from their smartphones. Digital platforms are now the 
world’s primary source of information. This shift has only happened in 
the past decade. Now, anyone can become their own publisher – 
spreading baseless misinformation just as easily as fact-based news.

The result: trust in digital platforms is at an all-time low. This shouldn’t come 
as a surprise. From disinformation on Facebook allegedly fuelling 
the Rohingya crisis in Myanmar, to the Joe Rogan podcast causing 
friction around vaccinations amongst other issues, faith in what we read 
online has been well and truly eroded. With more and more platforms 
having a black misinformation mark against their name, it seems that there 
are fewer digital sources we can trust.  

There are plenty of businesses that have contributed to the age of 
digital distrust. Greenwashing is rife, CEOs are all ‘nice guys’ on LinkedIn 
and HR departments aren’t above incentivising a positive GlassDoor 
review. This, in combination with the generalised lack of trust in digital 
communications, has resulted in everything being questioned and second-
guessed.  

So, how can brands cut through when trust is at an all-time low?  

https://www.pewresearch.org/fact-tank/2021/01/12/more-than-eight-in-ten-americans-get-news-from-digital-devices/
https://www.nytimes.com/2018/11/06/technology/myanmar-facebook.html%5d
https://www.ambitiouspr.co.uk/esg-communications/
https://www.linkedin.com/pulse/10-reasons-you-shouldnt-trust-glassdoor-reviews-katie-bowles-1/
https://www.linkedin.com/pulse/10-reasons-you-shouldnt-trust-glassdoor-reviews-katie-bowles-1/
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Well, this isn’t any different for a 
brand’s digital communications. 
Don’t be afraid to be real, 
conversational, honest, human, 
and vulnerable. As it would in a 
social setting, this will play better 
with your audience.

Vet your spokespeople  

Using the right spokespeople for 
your business matters, as their 
reputation will have a direct 
influence on the company’s, and 
missteps could impact digital trust. 
The same goes for subject-matter 
experts within the business as for 
external influencers promoting 
your brand. Influencers in particula 
need to be put under the 
microscope and chosen for 
genuine reasons and not just 
based on the number of followers 
they have. Trust can be destroyed 
in seconds so ensure there are no 
reputational weaknesses in those 
representing your brand.  

Tell real stories, wipe off the 
corporate polish  

Building trust isn’t achieved 
by being boring, or by diluting 
your communications to such a 
degree that the brand is 
devoid of personality. That’s 
because that’s not real. It reeks 
of disingenuity. If you met 
someone new, and all that came 
out of their mouths was 
utterly positive, polished, 
pre-rehearsed lines, you 
wouldn’t trust that person. 
You’d think something was off.

This has to be done with caution 
but when done well it can be an 
instant trust builder. Before 2020, 
Zoom was a little-known platform. 
As we are all well aware, it 
ballooned in popularity due to the 
almost overnight adoption of 
remote work. Parallel to its growth, 
the platform also experienced a 
massive test of its privacy and 
security. And almost enviably, the 
result was a number of high profile, 
media scrutinised, “hijacking” of 
video calls by malicious users.

Instead of shying away, CEO Eric 
Yuan Yuan released a memo 
apologising to users and also 
appeared on various news outlets 
to speak about issues. Going one 
step further, he also admitted the 
company moved too quickly and 
assured users that the issues were 
being addressed. 

Don’t be afraid of publicising 
mistakes  

https://www.ambitiouspr.co.uk/storytelling-in-business/
https://www.ambitiouspr.co.uk/storytelling-in-business/
https://www.ambitiouspr.co.uk/media-training-why-you-need-to-prep-for-interviews/


The result? Zoom retained market 
share and continues to be one of 
the go-to video call platforms. This 
is in part due to the trust that Yuan 
built early on by being transparent 
with shortcomings. 

expresses understanding is 
enough to nip the issue in the bud. 
Having resource dedicated to 
community management will help 
ensure you have a consistent tone 
of voice across channels, and will 
take your social media 
communication to the next level.

Adopting these tips will help you 
navigate this new age of doubt. It 
may seem like a lot to take in, but 
building trust with your audience 
today will pay dividends in the 
future.
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Be present and really listen  

Engaging in social media is pretty 
much an essential communication 
channel for businesses. There is no 
avoiding it, so you better start 
embracing it. At this point, not 
having a presence on certain 
platforms is the reason for 
stakeholders to lose trust. How 
would you feel if you were 
searching for a big consumer 
brand like coke-a-cola on LinkedIn 
and couldn’t find a profile? Red 
flag right? As a baseline, make sure 
you have all the key platforms 
covered.

It’s then time to go one step 
further: listen and engage with 
your audience. Community 
management on social media is 
something businesses need to 
invest in. Users who leave 
comments – especially disgruntled 
customers – want nothing more 
than to be heard. Often, simply 
replying with a comment that

https://www.ambitiouspr.co.uk/social-media-media-training/


Conclusion
ORM is still a relatively new and little-understood concept, but this 
is changing. As more and more companies and people are falling foul 
of online mishaps or are the subject of reputational attacks, the demand 
for ORM services is growing.

Reputational threat or not, every company or business leader should be 
investing in ensuring their online profile has been curated in a way that is 
beneficial to them. It’s not something that can be ignored. 

Soon, companies of all sizes and types will be investing in ORM. Now is the 
time to get serious about your online reputation.
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AMBITIOUS PR’s online reputation management services.

https://blog.reputationx.com/history-of-orm
https://www.linkedin.com/pulse/online-reputation-management-new-demands-engagement-economy-marcus/
https://www.linkedin.com/pulse/online-reputation-management-new-demands-engagement-economy-marcus/
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